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Retrospective 2023: Data Protection in Brazil

We had a year marked by advancements in terms of personal data protection
regulation in Brasil, especially due to the actions of the ANPD. Five years on from the
publication of the LGPD, the country witnessed not only the enforcement of the first
administrative sanctions by the Brazilian Data Protection Authority (ANPD) but also the
opening of several public consultations addressing crucial topics related to personal
data protection (such as the regulation of international transfers, incident reporting, and
the data protection officer), in addition to the publication of technical notes serving as
guidance to data processors and the ANPD's statements on the regulation and ethical
use of artificial intelligence technologies.

Below are the highlights of 2023:

Highlights of 2023

Presidential decree linking the ANPD to the
Ministry of Justice

ANPD publishes the Administrative Sanctions
Dosimetry Regulation

F E B Supreme Court declares constitutional the request

for personal data from foreign internet providers
without the need for a specific international
agreement

ANPD issues statements on the processing of
personal data from deceased individuals

M A R ANPD clarifies doubts about Data Protection

Officer (Encarregado) and compliance seals
STJ decides that moral damage due to personal
data leaks must be proven

Brazil adheres to the Budapest Convention on
Cybercrime

ANPD clarifies doubts about the Data Protection

ﬂ pR Impact Report (RIPD)

ANPD releases a new page for submitting
complaints and petitions from data subjects

ANPD publishes an analysis of a proposed law
related to combating fake news

ANPD opens a public consultation on the Security
Incident Communication Regulation

ANPD releases its first guidance-statement related
| to the processing of children and teenagers'
personal data

Federal Court acknowledges the possibility of
PIS/CONFINS tax credit for expenses related to
LGPD compliance

ANPD releases a simplified processing operations

J U N registry model for small-scale data processors

ANPD publishes guide on the processing of
personal data for academic purposes

ANPD publishes a preliminary analysis of a bill on

U =

ANPD imposes its first fine

ANPD presents the "Sandbox Program", an
| initiative for Al regulation in Brazil

ANPD launches a public consultation for
discussions on Al regulation

SEP ’ Federal Court in Sao Paulo condemns Caixa

Econémica and other entities to pay
compensations for leaking personal data related to
the "Auxilio Brasil" program

ANPD imposes sanctions on IAMSPE

Health Department of the State of Santa Catarina is
fined by the ANPD

O C ] ANPD publishes a second analysis of the bill on Al

usage

SENACON notifies a pharmacy chain about
irregular personal data usage

ANPD conducts a public consultation to discuss

the regulation of the Data Protection Officer
position

Senate advances discussions on Al

ANPD releases a report indicating an increase in

D EC incident communications

ANPD publishes mapping of priorities, establishing
the main lines of action until 2025

Prospects for 2024

For the next year, attention remains focused on the ANPD's actions, especially
regarding the enforcement of sanctions. It is expected that alongside the emphasis on
education and awareness, inspections and administrative sanctions will be applied
more consistently. Although some significant topics are still awaiting definitive
regulation by the ANPD, such as international transfer of personal data and the
activities of the Data Protection Officer, the Authority recently disclosed several priority
areas that are likely to be subject to regulation in the coming year, as follows:

Data Subject’s Rights;
Processing of Children and Teenagers' Personal Data in the Digital Environment;
Artificial Intelligence for facial recognition and personal data processing;

Scraping and aggregators of personal data.

Similarly, it is anticipated that significant emphasis will be placed on regulatory
initiatives related to artificial intelligence and the ethical use of such technology
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https://www.planalto.gov.br/ccivil_03/_ato2023-2026/2023/decreto/D11348.htm
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-publica-regulamento-de-dosimetria
https://portal.stf.jus.br/noticias/verNoticiaDetalhe.asp?idConteudo=502922&ori=1
https://www.gov.br/anpd/pt-br/assuntos/noticias/NotaTecnica3CGF.ANPD.pdf
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-esclarece-duvidas-sobre-a-atuacao-do-encarregado-e-a-emissao-de-selos-de-conformidade-com-a-lgpd
https://www.stj.jus.br/sites/portalp/Paginas/Comunicacao/Noticias/2023/17032023-Titular-de-dados-vazados-deve-comprovar-dano-efetivo-ao-buscar-indenizacao--decide-Segunda-Turma.aspx
https://www.in.gov.br/en/web/dou/-/decreto-n-11.491-de-12-de-abril-de-2023-476680563
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-divulga-pagina-com-perguntas-e-respostas-sobre-o-relatorio-de-impacto-a-protecao-de-dados-pessoais-ripd
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-divulga-nova-pagina-para-o-envio-de-denuncias-e-peticoes-de-titulares
https://www.gov.br/anpd/pt-br/assuntos/noticias/contribuicao-preliminar-para-o-debate-publico-sobre-a-lei-de-liberdade-responsabilidade-e-transparencia-na-internet
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-prorroga-prazo-da-consulta-publica-sobre-o-regulamento-de-comunicacao-de-incidente-de-seguranca-com-dados-pessoais
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-divulga-enunciado-sobre-o-tratamento-de-dados-pessoais-de-criancas-e-adolescentes/Enunciado1ANPD.pdf
https://eproc.trf2.jus.br/eproc/controlador.php?acao=acessar_documento_publico&doc=21682715067009040105825116626&evento=21682715067009040105825129735&key=66a192152140676d68be8ab4c468ab06e6caafaa8839bb1b5aceee8c8ba772d8&hash=e0329b8b66b1f806f427a0ebd2f8b422
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-divulga-modelo-de-registro-simplificado-de-operacoes-com-dados-pessoais-para-agentes-de-tratamento-de-pequeno-porte-atpp
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-lanca-guia-orientativo-sobre-tratamento-de-dados-pessoais-para-fins-academicos
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-publica-analise-preliminar-do-projeto-de-lei-no-2338-2023-que-dispoe-sobre-o-uso-da-inteligencia-artificial
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-aplica-a-primeira-multa-por-descumprimento-a-lgpd
https://www.gov.br/anpd/pt-br/assuntos/noticias/especialista-da-anpd-apresenta-programa-sandbox-em-protecao-de-dados-e-inteligencia-artificial
https://www.gov.br/anpd/pt-br/assuntos/noticias/aberta-consulta-a-sociedade-sobre-sandbox-regulatorio-de-inteligencia-artificial-e-protecao-de-dados-pessoais-no-brasil
https://web.trf3.jus.br/noticias-sjsp/Noticiar/ExibirNoticia/1020-uniao-caixa-dataprev-e-anpd-devem-indenizar-cidadaos
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-conclui-processo-sancionador-contra-orgao-publico
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-sanciona-mais-um-orgao-publico
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-publica-segunda-analise-do-projeto-de-lei-sobre-inteligencia-artificial
https://www.gov.br/mj/pt-br/assuntos/noticias/senacon-notifica-raiadrogasil-sobre-tratamento-indevido-de-dados-pessoais-dos-consumidores
https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-abre-consulta-publica-para-regulamento-sobre-encarregado-de-dados
https://www12.senado.leg.br/noticias/materias/2023/10/26/regulamentacao-da-ia-exige-foco-na-centralidade-humana-aponta-debate
https://www.gov.br/anpd/pt-br/assuntos/noticias/mapa-de-temas-prioritarios-estabelece-principais-linhas-de-acao-ate-2025
https://www.gov.br/anpd/pt-br/assuntos/noticias/mapa-de-temas-prioritarios-estabelece-principais-linhas-de-acao-ate-2025
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